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1. Context

Founded in 1989, CELT offers courses for adults at its adult centre in Salisbury Road,
Cardiff, and courses for under 18s (aged 13-17) at its dedicated junior centre in North
Road. CELT also runs online courses, specialising in Medical English and ESP. The
school accepts 17-year-old learners on its adult courses in Salisbury Road, subject to
receipt of the necessary parental consent forms. Adult courses run year-round; junior
courses run year-round for closed groups and with continuous enrolment in open
classes in July and August on the under-18 Holiday Language Course.

CELT recognises that online technologies and communication devices are vital life
skills that can enhance communication and information sharing. However, these
technologies also have the potential to challenge traditional definitions and
boundaries of learning and teaching.

Current Technologies Used:

e Artificialintelligence (Al)
e Internet websites
¢ Instant Messaging (IM)

e Social media & networking sites e.g., Facebook, Instagram, TikTok, & X
(formerly known as Twitter), etc.

¢ Email

e Video broadcasting sites (e.g., YouTube)

¢ Smartphones with email and web applications
e Tablets and mobile phones with digital cameras

e Laptops and desktop PCs

Main Areas of Risk:

As a school, we recognised that the above devices and software platforms have the
potential to help improve standards of learning and teaching and contribute to
pastoral care but may equally present challenges to both staff and students in terms
of safety. We see the main areas of risk as follows:
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o Exposure to inappropriate orillegal content, including online pornography and
extremism.

e lIgnoring age ratings in games (exposure to violence and potentially racist
language).

o Lifestyle websites promoting harmful behaviours (e.g., pro-anorexia, self-harm,
suicide sites).

¢ ldentity theft or invasion of privacy.

e Hate sites.

e Grooming.

e Cyber-bullyingin all forms.

e Sending or receiving sexually explicit images or messages (sexting).
e Privacyissues, including disclosure of personal information.

e Digital footprint and online reputation.

¢ Health and well-being (e.g., excessive time spent online or gaming).
e Copyrightinfringement and lack of respect for intellectual property.

e Creation of content by Al which gives learners an unfair advantage if Al is not
sourced as the author.

2. Key Terminology

e Child Protection: Part of safeguarding and promoting welfare. Refers to
activities undertaken to protect children at risk of significant harm.

e Children and Under 18s: As per the Children Act 1989, a 'child' is defined as a
person under the age of 18. The terms ‘child’ and ‘under 18’ are used
interchangeably in this policy.

e Cyber-bullying: Bullying using electronic technology, including mobile phones,
computers, tablets, social media sites, text messages, and websites.

o Designated Safeguarding Lead (DSL): Responsible for overall safeguarding
and leading the team of Designated Safeguarding Staff (DSS).

o Designated Safeguarding Staff (DSS): Team responsible for co-ordinating
safeguarding practices for children and vulnerable adults.

o E-safety: Safe and responsible use of internet technology and electronic
communications.
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Information and Communications Technology (ICT): Encompasses any
communication device or application, including radio, television, cellular
phones, computer hardware and software, satellite systems, etc.

Safeguarding: Protecting children from harm, ensuring their health and safety,
and promoting welfare.

Adults at risk: A person can be considered to be at risk if they are ‘in need of
community care services by reason of mental or other disability, age orillness; and is
or may be unable to take care of him or herself, or unable to protect him or herself
against significant harm or exploitation” (Lord Chancellor’s Department, 1997).

This definition of adult covers all people over 18 years of age.

3. Policy Statement

This E-safety and ICT Policy applies to all CELT stakeholders (students, staff,
volunteers, visitors, and contractors) who use digital technologies and electronic
communications within or outside CELT venues, where actions relate to CELT
activities or the use of CELT ICT systems. Safety and wellbeing are the collective and
individual responsibility of all its stakeholders.

CELT aims to ensure that regardless of age, gender, race, ethnicity, religion or beliefs,
sexual orientation, socio-economic background, all stakeholders have a positive and
safe learning, teaching and working experience.

Purpose of this Policy:

To set out the key principles for using ICT-based technologies at CELT.

To safeguard and protect all students (under 18s & adults), homestays, and
staff at CELT.

To assist school staff in working safely and responsibly with digital and other
communication technologies.

To set clear expectations for behaviour and use of the internet for educational,
personal, or recreational use.

To address online abuse, such as cyberbullying, in conjunction with other
school policies.

To ensure awareness of unlawful or unsafe behaviour and the consequences,
including disciplinary or legal action.

To minimise the risk of false or malicious allegations against adults working
with students.
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4. Roles and Responsibilities

The Principal:

e Overallresponsibility for e-Safety and data security.
e Ensures the use of an approved filtered Internet service.
e Responsible for reporting e-safety issues to the DSL.

e Ensures staff access the school's network through authorised, secure
methods.

Designated Safeguarding Lead (DSL):

e Promotes e-safeguarding awareness and commitment throughout the school.

e Ensures staff understand and follow procedures in the event of an e-Safety
incident.

o Updates staff on e-safety issues and legislation.

Teachers:

e Supervise and guide students under 18 during online learning activities.

All Staff:

e« Read, understand, and promote the school’s e-Safety policies.

o Be aware of e-Safety issues related to mobile and other digital devices.

¢ Report suspected misuse to the Principal.

e To model safe, responsible and professional behaviour in their own use of

technology.

e Toensure that any digital communications with students should be on a
professional level and only through school-based systems, never through
personal email, texts etc.

Students:

e Understand the importance of reporting abuse, misuse, or access to
inappropriate materials.
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e Be aware of the school’s policy on cyber-bullying.

e Tounderstand the importance of adopting good e-Safety practice when using
digital technologies particularly in relation to under 18s

Homestays:

e Report abuse, misuse, or access to inappropriate materials, particularly
concerning under-18s.

5. Code of Conduct
This code of conduct:

o Assists stakeholders in working safely and responsibly and monitoring their
standards and practice.

e Sets clear expectations for e-safety and ICT use.

e Provides a clear message that unlawful or unsafe behaviour is unacceptable,
with disciplinary or legal actions if necessary.

6. E-Safety and Students Under 18

Guidelines for E-Safety:

While mobile phones and access to the Internet offer students convenient and rapid
means of contact with friends and family back home, and therefore have a valuable
welfare role, they also provide opportunities for abuse and inappropriate behaviour.

In particular, there are risks to young people through cyberbullying (possibly by their
peers), exposure to radical/extremist views, grooming by adult sexual predators, and
downloading and or sharing of illegal, inappropriate or copyrighted materials and
possibly computer viruses. The school has therefore established the following
guidelines:

e Staff should not give out their personal mobile number, email address, or social
media contact details to students, especially those under 18. The exception to
this would be homestays providing emergency contact details to students
staying with them, especially under 18s.



CELT — ICT & E-Safety Policy & Procedures

Staff should not share personal contact details with students, particularly
those under 18.

Inappropriate access to websites should be reported to the Safeguarding Team
where this has been observed by staff. These websites include pornographic
and extremist portals, excessively violent videos, and some age-inappropriate
social networks and chat rooms.

While it is impossible to block every inappropriate site on our school’s network,
we have included some filters on our router to block inappropriate access.
Therefore, staff are asked to be vigilant regarding the use of the internet by
students who are under 18 years old, and if there are concerns about content,
excessive use or possible grooming or abuse, they should be reported and/or
action taken to remove access.

Make YL students aware of why they must not post pictures or videos of others
without their permission

Know how to report any abuse including cyberbullying and how to seek help if
they experience problems when using the internet and related technologies.

7. Managing the ICT Infrastructure

Students and staff must report offensive emails to a designated staff member.

Internet Access and Security:

Uses afiltering system to block inappropriate sites.

Ensures antivirus software and firewalls are up to date.

Network Management:

Requires all users to log off when finished.

Does not allow external agencies to access the network remotely except for
technical support purposes.

Makes clear that staff are responsible for ensuring that any computer, tablet or
laptop loaned to them by the school, is used solely to support their
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professional responsibilities.

e Ensuresthat access to the school’s network resources from remote locations
by staff is restricted and access is only through school approved systems:

Password Policy:

e Alladmin staff have unique usernames and passwords for accessing school
systems.

Personal Mobile Phones and Devices:

e Students should only use mobile phones for learning purposes when instructed
by a teacher.

e The school accepts no responsibility for the loss or damage of personally-
owned devices.

Personal Use of Systems:

The school permits the incidental personal use of school IT and other equipment
provided that:

e Its use must be minimal and take place out of normal working hours (thatis,
during a usual lunch hour, before or after standard work hours);

e Itdoes notinterfere in any way with the User carrying out their duties on behalf
of the school,;

e |tdoes not commit the school to any marginal costs; and

It complies with the school's policies including this policy.

The policy to allow continued personal use is dependent upon its not being abused
and the school reserves the right to withdraw permission from any User, group of
Users or all Users or to amend the scope of this policy at any time and at its absolute
discretion.

Misuse or abuse of school equipment in breach of this policy will be dealt with in
accordance with our disciplinary procedure. Serious breaches may amount to gross
misconduct which can lead to summary dismissal. Misuse can, in certain
circumstances, constitute a criminal offence and may result in us referring the matter
to the police.
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CELT’s School Website

e Anyphotographs published on the web are published with the written consent
of the people in them and do not have full names attached.

e We do not use students’ names when saving images in the file names or in the
tags when publishing to the school website.

Social media and social networking

Staff are required to not post entries that are publicly accessible, which contain
negative references to the company, its staff, business activities, clients or products.

Staff must not conduct themselves in a way that is detrimental to the company. Staff
must take care not to allow their interaction on social networking websites to damage
working relationships between members of staff and the company’s clients or third
parties.

Staff must not ‘add’ any students to their personal social networks. Concern regarding
students’ use of social networking, social media, and personal publishing sites (in or

out of CELT) will be raised with their parents / group leaders, particularly when
concerning students underage use of sites.

8. Other Relevant Policies

o Safeguarding Policy and Code of Conduct

e Data and Privacy Policy

Document Revision

Policy written by: Neil Harris

Policy reviewed by: Grace Durighello & Greg Nelson
(Designated Safeguarding Staff)

Policy approved by: Greg Nelson

Policy publication date: December 2018

Policy amended: June 2024

Next policy review date: May 2025
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DESIGNATED SAFEGUARDING STAFF

Greg Nelson (Principal), Responsible for IT and ICT/E-Safety Policy and
Procedures
greg@celt.co.uk +44 29 2033 9290

Neil Harris (Director of Academic Development and Teacher Training), Designated
Safeguarding Lead
neil@celt.co.uk +44 29 2033 9290

Grace Durighello (Academic Director)
grace@celt.co.uk  +44 29 20339290

Final Notes
Last Updated: 9 March 2024 (NH/GRN/GMD)
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